ORDER: APPROVE AND AUTHORIZE EXECUTION OF MEMORANDUM OF
UNDERSTANDING WITH DEPARTMENT OF PUBLIC SAFETY FOR LPR DATA
SHARING

Motion was made by Greg Bynum, duly seconded by Scott Allen, to approve and
authorize execution of Memorandum of Understanding with Department of Public Safety for
LPR Data Sharing.

The vote on the motion was as follows:

Supervisor Brent Larson, voted yes
Supervisor John Morgan, voted yes
Supervisor Tim Gordon, voted yes
Supervisor Scott Allen, voted yes
Supervisor Greg Bynum, voted yes

After the vote, President Larson, declared the motion carried, this the 7" day of
April, 2025,

V\/”PM //4/.

nt Larson, President Roberts Chancery Clerk
Board of Supervisors
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MEMORANDUM OF UNDERSTANDING
BETWEEN
XXX and XXX

i
i
!

License Plate Recognition (LPR) Equipped

Law Enforcement Agencies

FOR SHARING LPR DETECTION DATA AND HOTLISTS
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I. OVERVIEW

A. Introduction:

The purpose of this "Memorandum of Understanding" (MOU) is to outline conditions i
under which the XXX and XXX will share and use “LPR detection data” (scanned ‘
plates) and/or "hotlist" information as defined on the last page of this MOU. The XXXX
hosted system provides for simple point-and- click data sharing between credentialed ;
Agency Managers with data sharing privileges enabled by their respective agencies.

This MOU provides a basic understanding for the sharing of data between xxx and xxx;
any additional requirements (liabilities, governing law, ete.) should be documented i
separatelyin a written agreement between agencies.

B. Background:

License Plate Recognition (LPR) is a computer-based system that utilizes emerging
technology to capture a color image, as well as an infrared image, of the license plate of a
vehicle. The infrared image is converted into a text file utilizing Optical Character
Recognition (OCR) technology. The text file is automatically compared against an
"informational data file,” also known as a "hotlist,"” and can coatain information on
stolen or wanted vehicles as well as vehicles associated with Amber Alerts, warrant
subjects, and agency defined-information,

LPR cameras can be mobile (mounted on vehicles) or on fixed positions such as freeway
overpasses or traffic signals. LPR systems have all the necessary equipment to scan

plates, notify the user of a vehicle hit, and upload the LPR detection data into an LPR
repository for retention and research.

The Agencies entering into this MOU, realizing the mutual benefits to be gained by
sharing information, seek to share LPR detection data and/or hotlist information as {
defined on the last page of this MOU,

II. AUTHORIZED RELEASE OF INFORMATION

A. Sharing of Information:

Each Agency Party authorizes access to its LPR detection data and/or hotlist information
as defined on the last page of this MOU residing in its XXXXX account to other Agency

Parties as permitted by applicable state law. An Agency Party that does not want certain i
information made available to any other Agency Party is responsible for ensuringthat the
information is not made available for data sharing. There is no obligation to share LPR

detection data and/or hotlist information with any Agency Parties based solelyon this ;
MOU.

B. Limitation on Information Sharing:

LPR detection data and/or hotlist information shall only be shared with or released to
authorized employees of the Agency Parties who have an approved login and password
(" Authorized Users"), and a need and/or right to know.
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III. INFORMATION OWNERSHIP
A. Ownership:

Each Agency Party retains control of all information in its account. Each Agency Party is
responsible for creating, updating, and deleting records in its own account according to its
own retention policies. Each Agency Party shall use reasonable efforts to ensure the
completeness and accuracy of its data,

B. Release of Information:

Agency Parties and authorized users shall release or make available information accessed
from an LPR account only to persons or entities authorized to receive LPR information.

C. Unauthorized Requests:

If an Agency Party receives a request for information in an LPR account by anyone who
is not authorized to receive information from the LPR account, that Agency Party shall
refer the request to the law enforcement agency that originated the requested information )
(""Source Agency"). :

b. Public Record Requests, Subpoenas and Court Orders:

Any Agency Party receiving a public records request, subpoena, or court order (''Legal
Request') for information in an LPR account not authored by or originated by that i
Agency Party shall immediately provide a copy of the Legal Request to the Source
Agency, prior to providing a response to the Legal Request.

IV. USER ACCESS
A, Login Application Process: §

Fach Agency Party's Agency Manager is responsible for management of user accounts at i
that Agency Party. Each Agency Party agrees that all authorized users shall be limited to R
current employees who are legally authorized to review criminal history data for crime }
prevention and detection purposes. Each potential user shall submit a request for a login
and password to the Agency Manager. The Agency Manager shall have discretion to deny
or revoke individual access for their respective agency.

B. Login Assignment:
Each Authorized User will be issued a user login and a password by the Agency Manager.
Authorized Users may be assigned to groups that have different levels of access rights
based on the level of restriction of the information.

C. Termination of Logins:

Each Agency Manager is responsible for timely removal of any login accounts as ‘
Authorized Users leave the Agency, no longer qualify for access into the system, or are s
denied access by the Agency Manager for any other reason. t




D. Intended Use:

Each Authorized User agrees that [LPR detection data, hotlist information, and the
networking resources are to be used solely for law enforcement purposes enly and
consistent with the law. Authorized Users shall not use or share the information for any
unethical, illegal, criminal, or commercial purpose.
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E. Limitations on Use of Logins:

An Authorized User shall not access information in an LPR repository by using a name or
password that was assigned to another user. An Authorized User shall not give his or her
password to another person, including another user, to access the system.

F. Audit Trail: %

Each transaction is to be logged, to include a Case Number, and an audit trail created.
Each Agency Manager shall conduct an internal audit on a periodic basis to ensure user
queries are made for legitimate law enforcement purposes only. This information shall be
recorded and retained to allow the agency manager to complete the internal audit. Each i
agency manager shall maintain the audit trail pursuant to the retention policies of that
Agency Party. Requests for transaction logs shall be made in writing to the Agency
Manager, who shall provide the logs to the requesting party within a reasonable amount
of time.
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V. CONFIDENTIALITY OF INFORMATION

A. Information Confidentiality:

Information in an LPR account is confidential and is not subject to public disclosure,
except as required by law. Only Authorized Users are allowed to view and use the
information in an LPR account. Otherwise, the information shall be kept confidential for
purposes of not compromising active investigations or undercover operations,
jeopardizing officer or public safety.

P

B. Internal Requests for Information:

An Authorized User who receives a request from a non-authorized requestor for
information in an LPR account shall not release that information, but may refer the
requestor to the Source Agency.

C. Removal or Editing of Records:

Agency Parties shall determine their own schedule for record deletion and other edits to !
their own data. This will be determined by policy and/or legal requirements.

V. MOU TERMS
A, Term:

This MOU will commence upon its creation, which occurs on the date that the data share
takes place within the Vigilant Solutions hosted platform. It may be terminated at any
time when an Agency Manager revokes data sharing access from another agency.
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VII.

EXECUTION OF MOU

This MOU is executed by the Parties below, for the below-described data. Each
Party acknowledges that it has received a copy of this MOU, and will comply with
its terms andconditions. Each Party certifies that he/she is authorized by its Party to
execute this data sharing relationship.

Data Shared Between Parties: [#ShareDetails]

Sharing Agency: [FAGENCYA]
Agency Manager Authoring Share: [FAGENCYMANAGERNAMEA]
Title: [FAGENCYMANAGERTITLEA]

Signature:

Receiving Agency: [#AGENCYB]
Agency Manager Receiving Share: [FAGENCYMANAGERNAMEB]
Title: [FAGENCYMANAGERTITLEB]

Signature:

Date of MOU: [#DATEOFSHARE]




FBI HOTLIST Access Procedures & Request Form

The FBI HOTLIST, hereafter referred to as HOTLIST contains LAW ENFORCEMENT SENSITIVE
data.

The following procedure is required by the Mississippt Department of Public Safety, hereafter
referred to as MS-DPS, to provide security for the HOTLIST data.

The law enforcement agency, hereafter referred to as Agency, requesting vendor access to the
HOTLIST must:

1. Provide a copy of the agreement between the Agency and the vendor for review. The
agreement must specifically state the responsibilities of each entity concerning data
security and use.

2. Notify the MS-DPS of any data breach once found.

3. Notify the MS-DPS of any change in the agreement or termination of service with the

vendor.
The vendor must:

Provide a ten-finger fingerprint card for a fingerprint based background check for any
vendor employee accessing the HOTLIST data.

Following the background check completion, the MS-DPS will provide the vendor with a unique
login and password to enable access to the specific Agency HOTLIST data.

The HOTLIST data or any product created using the HOTLIST data must not be made availabie to
anyone outside of the requesting law enforcement agency.

{f at any time the HOTLIST data is used outside of this agreement, access will be terminated.

Agency Name Vendor Name

Agency Official Date

MS-DPS Designated Official Date
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